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A Recipe for Disaster

Five mistakes caterers

make that put data at risk—

and how to avoid them

elactronic data while running your catering businass.

Credit card and mohile payment opticns are the norm,
putting caterers increasinghy at risk of a cyaeramack
Considening B0 pereent of small companies go out af
business within six months of a cyberattack {according to
the Metional Cyber Security Alliance), data security should
be at the top of any catarar's to-dao list.

While data can never be 100 percent protected, vou can
miake it more difficult for cybercniminzls to scoess sansitie
information by avoiding thess five common mistakas

]: n taday's digital world, it's impossible ta avoid handling

MISTAKE #1:

Reusing the same password, s easy
to use the same password across
rrultiple sites, but that creates a magor
securnty risk. Orce 3 cominal has the
passward tor ane account, it's easy tor
them to log irto othars and steal data,
Tips to prevent this include:

» Awoiding defaut or comman
keybicard patterns for oassworcs (2.0,
123458, OWERTY),

= Creating strong passworsds by using
a mix of upper and lowercase letters,
as wall as numbers and symibals; and
aveading cormmon wards.

= Using differert passwords for
different sites—a password manager
car: kpap lrack of therr.

MISTAKE #2:

Crpening “phistny” armail sttachments.
Sifting through your inbos is part of
dning business. Befors clicking open a
s, be sure the emal is safe, One
of the most commen ways criminals
breach security is by phishing, i,
impersanating a trustwarthy scurce

i trick the recipsant into revealing
sarsitive info. Tips far prevensing
phishirg attompts include:

= Avoiding ooening emaills from
strange email addresses, with
guestionable subject lines and with
spelling errars in the message.

* Mevar sending or carfirming
sensitive information in a reply email

= Mewver clicking on any suspicious or
unsclicited email attachmants.
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MISTAKE #3:
Sending cenfidental inforrmation electronically.
Ewanwhen sending emails containing private data
through a secure netwark, the messages need to
be pratected. Sensitive information is especially
lucrative to cybercriminals, who may try to intercept
messages to steal it. Tips to protect confidential
information include:

Password-protecting documants, and providing
the password to the recipient in a secure way.

Encrypting emails containing social security
numbears, financial data or passwords. Refer foyour
email provider for instruclions.

Lising OTR (off-the-record)
messaging o automatcally
encrypl sensitive infa sent
via instant messages. Some
massaging services have this
feature builtin, or it can be added
as a plug-in.

MISTAKE #4:
Connecting to unsecured Wi-Fi
nabwarks Wirehess networks
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allow multiple wsers 1o connect at once, making
them a gald mine for criminals looking to access
data. Metworks that are unsecured, maaning they
don't require a password 1o kog on, are especially
risky. Tips for avoiding unsecured networks includea:
= Imvesting in a mabdle hatspat and carrying your
awn private wireless network with you whencn a
catering location.

» Securing the network with a strong password that
you only share with your employees.

* Hiding your business's private Wi-Fi network
narme—il won'l show up when guests are looking 1o
connect to a network and tempt them to tap info it

SECURED
ACCESS

Even when sending emails containing

private data through o secure network,
the messages need to be protected.
Sensitive information is especially
lucrative to cybercriminals, who may

try to intercept messages to steal it.

MISTAKE #5:

Mot educating employees on data security, Employees have a
hand in the digital security of your busiress. Without a policy
of training on cybersecurity, employees might not know what
to dao if they notice suspicious activity on company computears
or accoun s, Tips for educating staff rembers include:

» Training ermployees so they know what congtitutes a
cybersecuriyy threat.

v Encouraging employees to reporl any suspicious aclivity,
n matter how small it seams.

« Emphasizing the cangers of weak passwords and the risk
of enfine acoounts being compramised.

The takeaway 7 It's better to be safe than somy. Data
brezches arae costhy ard can ne devastating to a caterer's
repulation and bottorm line, Take the necessary precauions
o avoid making your business an essy targer,

For an axtra layer of profaction, censider adding cyber
lbakility coverage to vour current insurance plan. A good
cyber liability policy will include daka security and privacy
cenvarage, plus respansa services trom the moment a breach
is suspected until it has been resohved, At Society Insurance,
for example, our cyber lizbility policy arovides coverage
for a variety ot expanses that result trom 2 secunty breach,
including legal, public relations and IT forersic expenses.
With some exira caution and a cvber lability palicy as an
addad cafeguard, you can feel confidant that your businass
won't be toppled by a cyberatiack,
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